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Is Autonomous Vulnerability Discovery Solved?
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What If Agents Escaped the Greediness by
Working Together?
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How to Learn Through Self-Play?

Introduction to Reinforcement Learning (RL)

:[ Agent W

J Use Reinforcement Learning (RL) when:
« Sequential decision-making is required
Slate:&; teward ry « No labelled data, but a reward signal is
action a, available
St "t  Environment dynamics are uncertain or

complex
-
Environment }
g

RL control loop
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Problem

Can RL be used to automate Advanced Targeted Attacks (ATA)?

Initial access:  Lateral movement: > | Compromised
Exploit public- Exploitation of Machine
facing application remote services
g Yes
Public _h = < Target ™\ N\ Capture
Machine LN ~Reached —~ 1~ Target
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Attack graph starting from the Internet.

No
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Can an Attacker Navigate Complex Networks?
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Can a Feed-Forward Neural Network Be Used for
Autonomous Cyber Agents?
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Can a Memory Module Help to Navigate Complex
Scenarios?

0 MLP with GRU
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f 8 Implementation of a Gated Recurrent Unit (GRU) to realize the memory component in the
2\ policy-value network with Skip Connections to prevent vanishing gradients.
) CYCON

X



Can a Memory Module with Attention Help to
Navigate Complex Scenarios?

Host Feature Vectors +
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Results: Single Agent Training

Action distribution & convergence
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From One Agent to a Team

Single Agent Multi-Agent Conclusion
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Multi-Agent Reinforcement Learning Loop

How to train multiple agents in a shared environment?
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Environment Non-Stationarity

How do agents in a self-play environment reach a cooperative equilibrium despite the observation
corruption caused by simultaneous agent execution?

Agentq
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Environment Environment )

S; S;

N~ i

Agentap

Game model as Agent Environment Cycle (AEC)
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Environment Non-Stationarity

How do agents in a self-play environment reach a cooperative equilibrium despite the observation
corruption caused by simultaneous agent execution?
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The Effect of Non-Stationarity on the Memory
Module

Training Reward
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The Scalability Bottleneck
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Conclusion: What Can We Learn?
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SARL Works Memory Matters MARL: Promise vs. Scale

Needs entropy reg. + latent tuning Encoder + Memory + Controller Non-stationarity kills scaling

- AN U\l /

® Bottom Line: MARL enables coordinated attacks, but scalability beyond tiny networks remains the critical open problem.
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